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1 1. Problem Background

Bitcoin is a global fungible commodity with low transaction cost, near-zero transportation costs and
low-to zero storage cost. As a result, we would expect the bitcoin market to be uniquely orderly
and efficient, with tight spreads and nearly perfect arbitrage. Unfortunately, Public perception and
data suggest exactly the opposite. Public perception holds that the bitcoin market is in fact uniquely
disorderly and inefficient. This is a rational response to the information most people have at their
disposal. For example, leading data aggregators show prices on different exchanges separated
by hundreds of dollars. The real market for bitcoin is significantly smaller, more orderly, and more
regulated than is commonly understood. Report volume adds to roughly $6 billion/day, but under
the hood the exchanges that report the highest volumes are unrecognizable. The vast majority of
this reported volume is fake and or non-economic wash trading.

The data comes from CoinMarketCap.com, the most widely cited source for bitcoin volume. It is
used by every major media outlet in the world. Despite its widespread use, the CoinMarketCap.com
data is wrong. It includes a large amount of fake and non-economic trading volume, thereby giv-
ing a fundamentally mistaken impression of the true size and nature of the bitcoin market. And
approximately 95% of this volume is fake or non-economic in nature.

According to Bitwise(https://www.bitcointradevolume.com), there are only ten real exchange as
list in figure 1 and figure 2.

Figure 1: 10 real exchange of bitcoin

The real exchanges for Bitcoin have some similar characteristics comparedwith fake exchanges.
For example, the bid and ask are random distribution in fake exchanges, while the mix of buying



Figure 2: 10 real exchange of bitcoin

and selling activities are unequal and streaky. The spread in the real exchanges is much more
smaller than that in the fake exchanges. And so on.

Machine learning and artificial intelligence are being rapidly adopted for a range of applications
in the financial services industry, including using by market regulators for surveillance and fraud
detection. The US Securities and Exchange Commission staff leverages "big data" to develop text
analytics and machine learning algorithms to detect possible fraud and misconduct. For instance,
the SEC staff uses machine learning to identify patterns in the text of SEC fillings. With supervised
learning, these patterns can be compared to past examination outcomes to find risks in investment
manager filings.

In the rest of the report, I try to use the machine learning method to find some index or method
to detect whether a Bitcoin exchange is real or fake in the volume.



2 2. Solution 1

I get the data from Blockchain Transparency Institute(https://www.bti.live), including the orderbook,
quote and trade daily data in several real and fake exchanges during June 2019. The raw data is
like figure 3. And then I clean the data and calculate several variables as in figure 4. The variables
include whether the platform is fraud or not(yes is 1, no is 2), the average spread during one day,
the standard deviation of spread during one day, the average ask size during one day, the average
bid size during one day, the average trading size during one day, the standard deviation of trading
size during one day, the minimum and maximum size during one day.

Figure 3: raw quote data

First I use the Linear Discriminant Analysis Method, I model the distribution of the predictor
whether fake or not separately in each of the response classes, and then use Bayes’ theorem to
flip these around into estimate. When these distributions are assumed to be normal, it turns out that
the model is very similar in form to logistic regression. The probability that the prediction is correct
is around 95.45%. The coefficients of linear discriminants of the variables spread, std spread, ask
size, bid size, size, std size, min size and max size are 1.793393e−01, 1.301611e−01,−1.218621e−
01, 3.811368e− 04,−7.178249e− 01, 6.360914e− 01, 4.744763e+ 03,−1.393099e− 02.

The second method is Tree-based Model. These involve stratifying or segmenting the predictor



Figure 4: calculate the variables using the raw data

space into a number of simple regions. In order to make a prediction for a given observation, we
typically use the mean or the mode of the training observations in the region to which it belongs.
The result of decision tree model is in figure 5. Random forests provide an improvement over
bagged trees by way of a random forest small tweak that decorrelates the trees. In building a
random forest, at each split in the tree, the algorithm is not even allowed to consider a majority of
the available predictors. The importance of the predictors from high to low are in figure 6.



Figure 5: Result of Decision tree model

3 3. Conclusion 1

Artificial intelligence and machine learning can be used widely in financial service, especially in
surveillance and fraud detection. In March 2019, the news of fraud trade volume in cryptocurrency
exchange has make a big attention. According to the LDA Model and Decision Tree Model, the
trading size, bid ask spread, the standard deviation of bid ask spread and trading size are the most
important index to detect the fraud of Bitcoin exchange. The Bitwise Asset Management even
called for the issuers to field applications for bitcoin or bitcoin future ETFs to avoid the fraud of
volume and better detection. The Bitcoin ETF or the index created by the variables listed below
in my meachine learning method can intends to provide direct exposure to bitcoin, priced off the
equivalent of a crypto consolidated tape, while custodying assets at a regulated, insured, third-party
custodian.



Figure 6: calculate the variables using the raw data


